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Legal Disclaimer

The materials contained in this presentation are not intended 
to provide, and do not constitute or comprise, legal advice on 
any particular matter and are provided for general information 
purposes only. 

You should not act or refrain from acting on the basis of any 
material contained in this presentation, without seeking 
appropriate legal or other professional advice.
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Agenda

• Portfolio

• Legislative Landscape

• Prepare, Protect, Detect, Respond

• Key Processes
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Laws, Regulations, Standards et al…
EU Level

General Data Protection Regulation (GDPR)
All Industries holding Personal Data

Network Information Security Directive (NISD) a.k.a Cyber Directive
Critical National Infrastructure: Financial Services; Energy; Water; Food; Transport; Health; Government;  and 

Emergency Services

UK LevelDPA 10 Steps Cyber Essentials FTSE 350 Cyber

Industry LevelFinancial Services

CBEST / FCA / PRA

PCI / PSD

MAS / Swiss / Lux

Energy / Utilities

Health and Safety

CREST

CPNI

PCI / DSS

Global Standards
ISO 27001 ISO 27005 ISO 27018 COBIT
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Reducing Risk: Preparation to Response

PREPARE PROTECT DETECT RESPOND

Understand personal data & 

risk posture.
Protect personal data from 

malicious attack & misuse.

Provide rapid detection.

Understand impact of breach.
Respond efficiently & effectively.

Mitigate risk.

Data Discovery and Privacy 

Impact Assessments
Data Loss Prevention

Risk Posture Assessment 

and Remediation
Control Compliance Suite / Endpoint 

Management

Information Protection and 

Governance
Data Loss Prevention / CASB/ Encryption 

/ Authentication

Threat Protection
SEP / DCS / ATP / Email Security / Web Security

Monitoring, Threat Intelligence 

and Cyber Expertise
Cyber Security Services

Advanced Persistent Threat 

Detection
ATP / Unified Analytics

Crisis Management and 

Incident Response
Cyber Security Services

Cyber Insurance
Unified Analytics

Cloud Data Risk Posture 

Assessment
Symantec CASB

Data Encryption & Tokenization
ProxySG, Cloud Data Protection

Advanced Persistent Threat 

Detection
SSL Visibility, CAS/MA, Security 

Analytics

Incident Response and 

Network Forensics
Security Analytics
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PREPARE

• Understand personal data
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• Assess and Manage Risk 

Posture

• Privacy Impact Analysis

• Data Discovery

• Data Governance 

Assessment

• Personal Data Workflows

Symantec

Data Loss Prevention

Cloud Access Security 

Broker

• Risk Assessment

• Compliance Monitoring and 

Reporting

• Malicious Activity 

Assessment

Symantec

Control Compliance Suite

System Management
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• Protect personal data from 
misuseN
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• Protect personal data from 

malicious attack

• Information Governance Design
• Data Loss Prevention
• Integrated Systems

Symantec:
Data Loss Prevention

Encryption
Multi-factor authentication

Cloud Access Security Broker

• System Integration
• Outsourcing / Hosting
• Technology Implementation

Symantec:
Threat Protection
Advanced Threat Protection
Email threat protection
Data Centre Security

PROTECT
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DETECT

• Provide rapid detection
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• Understand impact of 

breach

• Threat Intelligence

• Cyber Expertise

Symantec:

Cyber Security Services

Data Loss Prevention

Cloud Access Security 

Broker

Threat Protection

• Incident Response Services

• Risk Assessment and 

Remediation

Symantec

Incident Response Service
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RESPOND

• Respond efficiently & 

effectively to be compliantN
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• Mitigate risk

• PR / Crisis Management

Symantec 

Cyber Security Services

Analytics

• Managed Services

• Systems Integration

• Incident Response Services

Symantec:

Threat Protection

Data Loss Prevention

Cloud Access Security 

Broker

Multi-factor authentication
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Secure Transfer 
and Storage of 
Collected Data

Encryption
MPKI

Collect Process Retain & Secure Manage

Define and Locate  
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Secure Devices 
that Collect 

Personal Data

Record Consent 
from Data 
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Use

Privacy Impact 
Assessments
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Processors

Restrict 
Processing of 
Data have to 

Retain 
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Loss

Control Access to 
Data

Risk Management 
of Info Lifecycle

Validate Data 
Subjects Invoking 

Rights

Educate DPOs on 
Cyber Risk

DLP Classification 
Policies

MPKI
Website Security

DCS:SA

Deepsight / CSS
SEP / ATP / DCS

.Cloud / DLP

CCS Vendor 
Manager

Access Control

Encryption

DLP 
Encryption

Access Control

SAM / VIP / MPKI

Encryption / DLP
SEP / ATP / DCS

DLP 
Encryption
Phishing 

Awareness 

Secure Transfer 
and Storage of 
Collected Data

Encryption
MPKI
CASB

SSL Visibility

Minimise, 
Anonymise, 
Erase Data
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3 Email Series – Download from

http://info.exclusive-networks.co.uk/Think-You-Know-Symantec-Campaigns.html

GDPR Campaigns-in-a-box

http://info.exclusive-networks.co.uk/Think-You-Know-Symantec-Campaigns.html
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THANK YOU

&

ANY QUESTIONS


